HUMAN RESOURCE MANAGEMENT
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Maintaining Confidentiality and
Privacy in the Business Office
The basics of ensuring confidentiality across the school district.
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By Lynn Knight, CSRM, and Linda Mont, CSRM, RHU
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usiness office personnel create, work with,
distribute, and store information about individuals daily. Although specific regulations
govern the handling and disclosure of some of
that information, overall, commonsense practices should
be in place to ensure that the information is managed
with integrity and purpose and always used, stored, and
shared appropriately.

HIPAA Privacy Compliance
The Health Insurance Portability and Accountability
Act (HIPAA) of 1996 includes many elements, but it is
30

A P R I L 2 02 2 | S C H O O L B U S I N E S S A F F A I R S

particularly recognized for its focus on ensuring the privacy of individuals’ health information.
As health plan sponsors, school districts are responsible for safeguarding employees’ protected health
information (PHI) relative to the health plans. Those
plans include all employer-sponsored group health plans,
insured or self-funded, as well as medical, drug, dental,
and vision coverage; flexible spending accounts; longterm care; health reimbursement arrangements; and
possibly employee assistance programs, depending on
the services.
It is important to note what plans are not considered
health plans as they relate to HIPAA. The legislation
asbointl.org

clearly states that life, disability, workers’ compensation,
and stop-loss insurance coverage are not considered
health plans governed by HIPAA privacy compliance.
Interestingly, however, documents and correspondence held by the school district office relative to such
plans may include a great deal of health information
about individuals; in fact, files for these plans may likely
include significantly more individual health information
than do the health plan files!
We could write a book on the regulations and responsibilities for HIPAA privacy compliance. But briefly,
HIPAA privacy compliance requires health plan sponsors (school districts) to do the following:
• Limit the sharing of health plan information to only
those people who are necessary for the payment of
claims, treatment (which has to do with the medical
providers), and operations (the administration) of the
plans. Any use of data other than for payment, treatment, or operations requires the authorization of the
data’s owner.
• Restrict file access to those who need to know this
information. Be aware of who has access to the health
plan files in your district.
• Separate health plan data from non-health-plan
data. School districts often include both health plan
and non-health-plan information in employees’ files.
It’s important to separate the data into two files to
avoid all information being subject to HIPAA privacy
regulations.
• Disclose the minimum necessary when sharing data
for plan purposes. For HIPAA privacy, less is better.
• Provide training and refresher training on the regulations and school practices pertaining to HIPAA Privacy Rules to everyone in the district who sees and
uses PHI. If data are shared with those outside the district, a business associate agreement or confidentiality
agreement must be in place before providing any PHI.
• Assign a privacy officer to oversee all the privacy
practices and to address issues that may arise. In
school districts, it is common practice to assign the
privacy officer responsibilities to a district-level staff
member (e.g., director of business services) to coordinate training and procedures and to ensure that all
business associate agreements are obtained.

HIPAA Security
Probably the most important aspect of HIPAA compliance is securing the data. Most commonly, the data are
maintained in electronic files on the school district’s
computer system, which should be managed in accordance with HIPAA security regulations. The files should
be locked such that only those who should have access
do, and information technology securities should be in
place, monitored, and updated as necessary to avoid
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unauthorized parties from obtaining these data.
The HIPAA security regulations require the plan sponsor to assign a security officer to oversee all the security
practices and address all vulnerabilities, threats, and
breaches. One person may fulfill both positions, but
because of responsibilities, the positions will more likely
be separate.

Family Educational Rights
and Privacy Act (FERPA)
FERPA has been around longer than HIPAA; we like to
think of them as federal siblings. Whereas HIPAA guidelines pertain to individuals’ private health information
covered by a health plan—that would be school employees and their families—FERPA pertains to protecting the
privacy of student education records.
The law applies to all schools that receive funds under
an applicable program of the U.S. Department of Education. It gives parents certain protections regarding their
children’s education records, such as report cards, transcripts, disciplinary records, contact and family information, and class schedules.
A school may disclose personally identifiable information from a pupil’s record under three circumstances:
• With written consent from a parent or guardian, or if
the student is an adult.
• Under a court order.
• By authority of statute.
States may also have student records laws, so familiarize yourself with your state’s requirements. For example,
according to Wisconsin state law, personal records,
psychological treatment records, and law enforcement unit records are not considered an education (or
pupil) record.

McKinney-Vento Act
The McKinney-Vento Homeless Assistance Act is
a federal law that ensures immediate enrollment
and educational stability for homeless children and
youth. McKinney-Vento provides federal funding to states
to support school programs that serve homeless students.
Each state provides resources and services to ensure
that all children living in homeless situations in that state
can enroll in, attend, and succeed in school. Find out
how your state defines McKinney-Vento components.
Concerning confidentiality of information, the school
is responsible for ensuring that no barriers exist to
full educational participation for homeless children
and that homeless students are not segregated or stigmatized. Consequently, sensitivity and confidentiality are extremely important in this process. Divulging
McKinney-Vento status when corresponding with staff
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members, parents, and outside vendors could
create the very issue the regulations warn
against. Limiting those involved in the process and providing appropriate staff training
are important practices.
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Office Policies and Practices
Besides addressing policies and practices
relating to HIPAA, FERPA, and McKinneyVento with business office staff, it is also
important to establish some commonsense
confidentiality practices.
Building security. Position a gatekeeper of
sorts at the entrance to the school to prohibit
visitors from walking into an office unannounced. This
procedure will prevent a visitor from overhearing or seeing private information. Although employees and vendors visiting the office may be annoyed by this practice,
they will also understand that the school system takes
privacy seriously.
Technology. Technology safeguards are essential in
today’s world.
• Keep all account information and passwords in a
secure location or use a password manager.
• Create strong passwords that incorporate lowerand upper-case letters, numbers, and symbols and
ensure that all confidential documents are password
protected.
• Implement an email encryption process when emailing
confidential documents or files.
• Install black screens on monitors so the computer
screen is invisible from a side view.
• Develop computer protocols, such as requiring staff
members to log off before leaving their desks for an
extended period.
• When discarding obsolete technology equipment,
destroy any hardware or software that may contain
confidential information.
Staff development. Recurring staff training is
essential when complying with federal policies. Many
schools have a “family” culture. When employees are
not in school, it’s natural for colleagues to question their
absence. A trained staff member will not discuss the
details of absent employees but will instead redirect the
conversation. Staff training should occur at least annually and be updated to address current regulations.

Key Takeaways
HIPAA, FERPA, and McKinney-Vento are just a few
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federal policies that require confidentiality and privacy
in the business office.
HIPAA focuses on an individual’s privacy related to
employer-sponsored health plans. School districts should
become familiar with the requirements and develop a
process for training and implementing compliance procedures. Select a HIPAA privacy officer to coordinate the
training and responsibilities and select a security officer
to assist in technology compliance. Districts should also
document every procedure and training session to prove
compliance if the district is selected for a HIPAA audit.
FERPA protects the privacy of student records. Every
district should know the circumstances in which the
district may disclose a student’s protected health information. Staff training should be conducted annually and
documented to prove compliance.
McKinney-Vento ensures that the district’s homeless population is offered educational stability without
stigmatization. Districts should develop procedures to
ensure anonymity and provide training to all staff members involved in the process.
Common practices can also assist in protecting an
individual’s privacy. Begin by reviewing the existing processes. Current procedures may only need small adjustments to comply with federal policies and protect an
individual’s privacy.
School districts are in the people business, and part
of our job is to protect the privacy of our staff and students. We hope you find this article to be a refresher and
resource to ensure that confidentiality and privacy in the
business office remain a top priority.
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